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ROPOSED PART 121 REQUIREMENTS OVERVIEW

Following thiz page. there s a one-page resource related to each of the requrements noted oelow.

Protect the confidentiakity of personally idemtifiable information of students (FERPA) and personally identifiable
information of teachers and principals (APPR)

isns | Adopt and post on website a Parents Bill of Rights for Data Privacy and Sequrity, with supplemental information
abourt each written agreement with a third-party contractor (vendor) that involves disdosure of Pl

DATA SECURITY AND PRIVACY POLICY
Eespe—sy

{ ] M Regulations | Adopt and post a Data Security and Privacy Policy that indudes adherence 1o the NIST Cybersecurity Framework to
E 1213 Pl

[ protedt

NIST CYBERSECURITY FRAMEWORK

RN o5 | Apply the planning, processes, and categaries of informati ion defined within the NI5T Cyberseaurity
\ J Framework o distriat practices and systems

Whenever the eduational agency disdoses Pl to a third- party contradior, ensure that the written agreement for

121.4,9219, | using the produd or services ncludes the lanquage required by Education Law
=1 12110

ANNUAL EMPLOYEE TRAINING

BT -
| & | Regulations
‘.H ] 121.5and | Deliverannual privacy and seaurity

ﬁ; 1217
PARENT COMPLAINT PROCEDURES

—1 Regulations

1 1214

training to all emp}

Lt 4
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PROTECTION OF PERSONALLY IDENTIFIABLE INFORMATION (PlI)

Districts leverage data to advance the goals of improving academic achievement,

Hects

the

empowering parents and students with information, and advancing efficiont and
effective school operations. Districts need to balance these benefits and the

and tra of Pllin order to

responsibility to

reduce rick. Spacifically. educational agencies must ensure that every use of Pll by
the educational agency benefits students, Additionally. educational agencies can
not sall or disclose Pll for commercial purposes. To learn more about this

requirement, agencies can review Part 121.2 and 121.5 of the Regulations.

PERSONALLY IDENTIFIABLE INFORMATION

Parsonally identifiable information (Pll) includas information that can be used to distinguish or trace an
individual's identity either directly or indirectly through linkages with other information.

&
«

STUDENT HAME PARENT'S NAME

i
El.Ei

STUDENT ADDRESS

.

STUDENT HUMBER LINKABLE INFORMATION

DISCLOSURE AVOIDANCE PROCEDURES

Educationsl Agencies must
ensure personally
identifiable information is
not included in public
reports or other documents.
Disclosure avoidance
procedures are efforts made
to protect Pll in aggregate
reports and public
documents. These
strategies reduce the
risk of disclosure of

Pll. The diagram to
the right highlights
three commonly

used disclosure
avoidance methods.
To learn more about
disclosure avoidance
practices, agencias can

DISCLOSURE AVOIDANCE

PRACTICES

SUPPRESSION

Tl

&

Involves removing data to prevent
identification of small groups

BLURRING
o ) 6‘5

Involves reducing the pracision of
the disclosed data to minimize
identificetion

PERTURBATION

Involves meking small changes to
the data to prevent identification of
unique groups

visit https://studentprivacy.ed.qov/. This websito is a service of the U.S. Department of Education’s
Privacy Tachnical Assistance Center and the Family Policy Compliance Office.
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PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

A Pursnta Bill of Rights for Dats Privacy and Security must be published on

the website of each educational agency and must bs included with every
contract an educational agency enters into with a third-party contractor that
receives personally identifiable information. Tha table below highlights required
terms that must be included in the Parents Bill of Rights. To learn more about this
requirement, agencies can review Part 121.3 of the Regulations and Section 3 of

Education Law 2-d.

A | O 3
Vi 01t10
DATA WILL NOT BE 501D INSPECTING RECORD DATA IS PROTECTED NYSED COLLECTED DATA SREACH COMPUMNT
AND WiLL NOT BE RELEASED RIGHT TO REVIEW CHILD'S BY LAW AMD SAFEGUARDS || LINK TO DEPARTMENT USTING CONTACT PERSON FOR
FOR COMMERCIAL PURPOSES EDUCATION RECORD MUST BE IN PLACE OF COLLECTED DATA ELEMENTS PARENTS
INFORMATION ABOUT THIRD-PARTY CONTRACTS
Educational agencies are required to post information about third-party contracts on the agency’s

website with the Parents Bill of Rights. The table below highlights the supplemental information that
agencias are required to post. Supplemental information may be redacted to the axtent nacessary to
safeguard the data. To learn more about this requirement. review Part 121.3 of the Regulations.

COMTRACTCR AMD PRODUCT NAME

EXCLUSIVE PURPOSES FOR DATA USE

DATA ACCURACY/CORRECTION PRACTICES

The exclusive purposes for which the student data [or
teacher or principal data] will be uzed by the third-

party contractor include .

SUBCONTRACTOR OVERSIGHT DETAILS

Thiz contract haa no subcontractora. OR

The contractor will enaure subcontractors abids by
dats protection and security requirementa, including
but not limited to those outlined in applicable state
and federal laws and regulations by

CONTRACT LIFECYCLE PRACTICES

e The ag
¢ When the agreement expires. the student dsta [or
teacher or principal data) will be ,

t expires .

Parent, [student, eligible student, teacher or principal]
may challenge the accuracy of the data by

SECURITY PRACTICES

® The data is atored 3
« The sacurity protections taken to enaure data will be
protected include

ENCRYPTION PRACTICES

Data encryption is applied in accardance with
Education Law §2-d 5(F}{5).
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DATA SECURITY AND PRIVACY POLICY

Education Law 2-d requi ducational to adopt a policy on data
security and privacy by December 31, 201 9. The chart below highlights some of
the components that will be addressed in this policy and related procedures.
Additionally, the law requires educational agancies to publish the policy on the
district's website. To learn more about this requirement, agencies can review Part

121.5 of tha Regulations.

DATA SECURITY AND PRIVACY POLICY SAMPLE AREAS OF FOCUS
QD
BN
[ P

NIST CSF ALIGNED DISCLOSURE STATE AND FEDERAL
PRACTICES GOVERNAICE AVOIDANCE LAWS
NIST Cybersecurity ensure every use of Pl protaction of FERPA, IDEA.
Framewaork aligned benefits students and Pll in public reports and other laws

practices the agency
e 01210

“ p—

DATA PROTECTION ANNUAL EMPLOYEE PARENT COMPLAINT INCIDENT REPORTING AND
OFFICER TRAINING PROCEDURES NOTIFICATION
employee responsible privecy and security complaints about report the breach to the
for the implementation awareness training breaches or unauthorized NYSED CPO and
of the policies reloases of studentdats | impacted stakeholders

POLICY IMPLEMENTATION TIMELINE

a5

POLICY 15 POSTED ON
WEBSITE AND NOTICE

" EQUATIONAL AGENCY
KYSED MODEL LOCAL MODEL ADOPTS DATA SECURITY DATA PROJECTIOM OFFICER

POLICIES AVAILABLE
POLICY AVAILABLE ESAV. L AND PRIVACY POLICY

MONITORS COMPLIANCE

PROVIDED TO OFFICERS
AND EMPLOYEES

MAY 2019 BYDEC 21,2019 BY DEC 31,2019 ONGOING

MAY 2019
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NIST CYBERSECURITY FRAMEWORK

Education Law 2-d requires educational agencies to adopt a palicy on data
sacurity and privacy that aligns with the state’s NIST Cybarsecurity Framework.
or NIST CSF. At the center of the NIST CSF iz the Fi rk Core,
a 3ot of activities and desired out o d to help org
manage data security and privacy risk. Districts will use the Target Profile,
Current Profila, and Action Plan, describad below. to apply these activities. To
learn more about this requirement. agencies will review the NYS K-12 Target
Profile. supplemental resources and Part 121.5 of the Regulations.

MAIN COMPONENTS OF THE CYBERSECU

AN

FRAMEWORK

NIST FRAMEWORK CORE

The Core is o set of SPECIFIC ACTTITIES TO
MANAGE DATA SECURITY AND PRIVACY
RISK The Core is organized inte functions,
categories, ond subategories

PROFILES AND EDUCATIONAL AGENCY ACTION PLANS

TARGET PROFILE CURRENT PROFILE GAP ANALYSIS ACTION PLAN

o <\ x I o o
¥

> L > | 5 > 5

- == P 3

- - — a - - R

STATE NYS K.12 TARGET AGENCIES DETERMINE AGENCIES ANALYZE AND AGENCIES DEVELOP AND

PROFILE DEVELOPED THEIR CURRENT PROFILE PRIORITIZE GAPS IMPLEMENT ACTION PLANS
common desired cybersecurity educetional agendies identify the agencas identify gaps by omparing educabional agenoes develop plans
oubcomes are prritized i the NYS | | cument state of thewr ybersecurity the profilas and than prioritice the t ecbdress g and wijsis practices
K-12 Target Profiks attivities in the Currwnt Profile mitggation of this gaps i ordes o achisve the Lusgut Profile
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THIRD-PARTY CONTRACTS

Athird-perty contractor is any parson or entity, other than an sducational agency, that
y receives student data or teacher or principal data from an aducational sgency
pursuant to a contract or other written agresment for purposes of providing services to
I such aducational agency, including but not limited to data management, canducting
studies, or evaluation of publicly funded programs. To learn more about this requirement,
agencies can review Pert 121.2,121.3,121.6,121.9, and 121.10 of the Regulations.

Agresmoents created in alactranic form and signed with an electronic or digital
signature or CLICKWRAP AGREEMENTS usad with software licenses, downloaded
and/or online applications and transactions for educational technologies and other
tachnologies in which a user must agree to terms and conditions prior to using the
product or servica ARE SUBJECT TO EDUCATION LAW 2-D REQUIREMENTS.

OVERVIEW OF REQUIREMENTS RELATED TO THIRD-PARTY CONTRACTORS

CONFIDENTIALITY MAINTAINED DATA SECURITY AND PRIVACY PLAN

L

IN ACCORDANCE HPLEU[IIAI'I)'I-N SIGHED COFY OF THE
WITH AGEMCYPOUICY | ALL REGUIREMENTS || PARENTS BELL OF RIGHTS

OBLIGATIONS RELATED TO THE SUPPLEMENTAL INFORMATION FOR PARENTS BILL OF RIGHTS
="

FXAUSIVE PURPOSES OVERSIGHT OF COMTRACT DURATION DAZAAQCURACY / SECURITY PROTECTIONS ENCRYFTION
FOR DATA USE SUBCONTRACTORS AMD DATA DISPOSAL || CORRECTION PRACTICES ||  AND DATA LOCATIN PRACTICES APPLIED

ADDITIONAL STATUTORY AND REGULATORY OBLIGATIONS

B | = L@ | 2

WOTIFY AGENCY OF AlY LIMT ACCESS NESY CSF COMPLY WITH ALL LY USE FHIAS NOT DISCLOSE PIITO
JunAUTHORIED RELEARSE ToF SAFEGUARDS REQUIREMENTS AUTHORIZED ANY OTHER PARTY
c\l R
SATEGUARD THE PIIIN ENCRYFTION PROHIBITIONS ON OVERSIGHT OF
CUSTODY PRACTICES APPLIED COMMERTIAL USE SUBCONTRACTOA

PROPOSED PART 121 OF THE COMMISSIONER'S REGULATIONS | PAGE 6



ANNUAL EMPLOYEE TRAINING

Educational agancies shall annually provide information privacy and
security awareness training to their employses with access to personally
identifiable information. To learn more about this requirement, zgenc.as c&n
review Part 121.5 and 121.7 of the Regulations.

SUGGESTED PRIVACY AND SECURITY AWARENESS TRAINING TOPICS

{ LAWS, POLICIES, AND PROCEDURES

o Data Security and Privacy Policy o Laws and Regulations

* Incdent Reparting ¢ Click Wrap Agreements
( SECURITY AWARENESS

»  Common Threats o Social Engineering

¢ Phishing Recognition

K-12 THREAT LANDSCAPE

As educational agencies assess employee training needs, the most prominent NYS K-12 threat categories
should be considered. This information can also inform agencies’ NIST align Cybersecurity Action Plans.

UNAUTHORIZED Pl FINAN
s
r] sa »
»
agn -«

DATA INTEGRITY

DOS
Acoess o systems of Unauthorized dsta Pil viewed by unauthorized Monetary loss due to
Infrastructure & disuptad o modifiation causing persons via theft o digital theft, socisl
deried Inaccuracy of information acddental leakage engineering, or extortion

Thete four araas wera identfied basad on information from the following reésources: Verizon Data Breach Investigations
Repor, Gantner Rezearch, Homeland Security/US-Cer/CIS/MS-ITAC. NYS Troopers FBI, NYS Office of Information Technology
Cervices, NYS Comprrolter Audit Findings, K-12 Cyberzecurity Resource Canter, PTAC, Co5N. Ponemon :nstitute Cost of Data
Breach Report, Microsoft Security Inteliigence Report. Data Quality Campaign, Statewide RIC Data and Globai News Outiets.
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PARENT COMPLAINT PROCEDURES

Complaint Educstional agencies must establish and communicate to parents and
eligible students procedures to file complaints about breaches or
unauthorized releases of student data. To learn more about this reguirement.

. ®= ™ agenciss can review Part 121.4 of the Regulations.

' PARENT COMPLAINTS DISTRICT INVESTIGATION AND DISTRICT MAINTENANCE OF

| SUBMISSION PROCEDURE NOTIFICATION PROCEDURE | | RELATED RECORDS |

Complaint If —l
— {( O

. \ v

. N

. w—
—— ‘ ‘ me—m —
Procedures to sipport parents Procedures to suppart the |nve:st;gayon Pracedures o sUpport record retention
submiszion of complaints of breach and of complaints and the communication of all complaints and their dizpozition
unauthorized release of Pl of findings within 30 calendar days plaints irdizpos
MODEL COMPLAINT LOG

COMPLAINANT NAME DATE COMPLAINT SUBMITTED

DESCRIPTION OF THE COMPLAINT

FINDINGS

DATE THE FINDING REPORT WAS SHARED WITH COMPLAINANT
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INCIDENT REPORTING AND NOTIFICATION

Upon the discovery of a breach, whether or not related to a third-party contractor
n or attributable to the actions of the educational agancy. the agency that ia party to
the contract must report the breach to the NYSED Chief Privacy Officer and
0 1 ' 1 0 impacted stakeholders, To learn more about this requiremant, &QONCiog can rev ow
Part 121,10 of the Regulations.

EDUCATIONAL AGENCY INCIDENT REPORTING AND NOTIFICATION STEPS

[ ] [ 10 o El
A el ]
~ - a7l
01910 “ - REFORTEDTOCPO NO CPO INVESTIGATES IFATTRIBUTABLETO A
MORE THAN 10 DAYS DISCLOSURE [ COMTRALTOR, PERALTIES
’ AFTER DISCOVERY ’ MAY BE ISSUED
BREACH OR INCIDENT RESPONSE
UNAUTHORIZED ’ PLAN IMPLEMENTED
RELEASE AND FINDINGS LOGGED
AGENCY NOTIFIES IMPACTED FAMILIES AND STAFF NO MORE THAN 14 DAYS AFTER DISCOVERY
(LY ] [}
-~ - Fl.l s { (R}
v
- - * ; " Q \
N ~
. 4
BRIEF DESCRIPTION OF | DATE OF INCIDENT AKD| TVPE OF NUMBER OF RECORDS | DESCRIPTIOM OF CONTACT
IHCIDENT DISCOVERY PUAFFECIED AFFECTED INVESTIGATION PERSON
MODEL PARENT / STAFF INCIDENT NOTIFICATION LETTER
This latter iz 1o infarm you of an incdent that ocaurred within the [insert zyztem]. This ingidert razuted n

student/ztatiietc dats being compramised by an outsida entity. Our Incidant Response Tearn actad

quickly to assess and mitigate the situation.

dant and the dats of
covery adescrpron of the ypes of personally dantfisble informaton sfiected: &n eitimate of the

[inzert a brief decetip of the breach or unauthorized release, the date
dis

numaer of record: affactad: 8 brief dec
investigate)

pron of the educatanal agsney's investgation of planic

Please know that our district is committed to protect ng and securing educational data. Our team has
extensive traning in data security and privac &nd our systems have mmany control: n placs to protsct
Jlds educational records, Qur team (3 work ng with & group of 8aperts te review the inc dent end
mplament appropriate meazures 1o protect sgainitthis type of incidentoccurning in the future. Flease
contact [insert name with any questions you may have regarding this incident and our responze.

yourc
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DATA PROTECTION OFFICER

Each educational agency must designate one or more data protection officer(s).

Theze leaders will be responzible for the implementation of the palicies and

procedures required in Education Law Section 2-d. The designes wiil also serve as the

point of contact for data security and privacy for the educational agency. To learn more
‘I.. about this requirement, agencies can review Part 121.8 of the Regulations.

POTENTIAL RESPONSIBILITIES A

QUALIFICATIONS

Data Protection Officers:

. Implement the policiss and procedures required 'n Education Law §2-d reporting issues to the
Superintendent,

+  Ensure that the educational agency complies with applicable state and federal laws, and agency
policies and procadures.

+  Inform parents and the community about how schaols use student dats, and the measures
taken to protect student privacy.

«  Evaluats new technologias and support tha negot ation of privacy and security terms and
conditions into contracts with third-party contractors.

. Develop and maintain the educational agencies Data Security and Privacy Action Plan.
. Manage data cecurity and privacy tra.ning, education. and awareness far staff and students.

+  Advise and counsel administration and the Board of Education on bast practices new
tachnologies. privacy complaints, and potential agency risks.

. Assist with investigations and responses 1o breaches or incidents.

Data Protection Officers should possess these preferred qualifications:

. University degree in the field of cybersecurity, law. computer science, business administration,
or education leadarsh’p.

. Esperience managing and/or directing IT and/or security operations in a privacy-reiatad
capacity.

. Experiance working in the educat on industry

. Knowledge of local and federal informaton data privacy laws.

. Streng communication skills (both written and oral).

f Excelient understanding of project managemaent principles.

+  Understanding of the organization’s goals and oojsctives.

«  Ability to set and manage priorities judiciously.

. Ability to motivats in a team-oriented, collaborative anvironment,
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Step 1: %!
Appoint a Data Protection Officer %, W /

1. ldentify and establish a job description
2. Establish a stipend amount for this position

3. Post for this position
4. Appoint individual to this position; Nov. 21, 2019



